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Abstract : Fog is an attractive target for cyber-criminals due to high volumes of data throughput and the likelihood of being able to
acquire sensitive data from both Cloud and IoT devices. Fog Computing today has many challenges out of which for
communication, data security and wireless security challenges, encrypted communication and secure key management can be a
possible solution. Some of the fog challenges which can be solved using KMIP are presented in this paper. This paper also
investigates an application scenario and conducts IOT device authentication, F2F Communication and Task Scheduling of Fog
Nodes. This paper generates more use-case scenarios for Fog Computing with secure and faster experience.
I.

INTRODUCTION

Cloud computing technologies are becoming increasingly important since they provide a wide range of beneﬁcial
properties such as on-demand self-services, resource pooling, rapid elasticity, etc. Over the years, the cloud
technology has matured enough with its increased popularity. But this increase in its popularity is increasing its
challenges like Security, Communication with other clouds, Huge Data, Resource Management leading to increased
latency[1]. In order to overcome these challenges new technologies, fog and edge[2] have been proposed. Fog
Computing is a virtualized platform that provides compute, storage, and networking services between the end devices.
and it has some striking advantages like Low latency and location awareness, Mobility. Inspite of these beneﬁts due to
fog computing , there are certain challenges like [3] Device Authentication on Fog Level, Interoperability between
diﬀerent fog vendors , Scheluding tasks, Trust Management.All of these challenges can be solved by the use of Key
management interoperability protocol (KMIP). The Key Management Interoperability Protocol (KMIP) is an
extensible communication protocol that deﬁnes message formats for the manipulation of cryptographic keys on a key
management server. [4] This paper is organized as follows. In the second section we introduce how some of the
challenges of Fog Computing paradigm can be solved using KMIP. The following section takes a close look at a few
issuesof Fog computing. In the fourth section we have taken up a use case scenario of Bus Transport system to depict
the association of KMIP to solve fog computing challenges.
II.

LITERATURE REVIEW

2.1 SECRET-KEY CRYPTOGRAPH
In secret-key cryptograh,both the communicating parties use the same key to encrpyt and decrpyt the message.Before encrypted
data can be sent both the parties must agree on the cryptographic algorithm that will be used by them for encryption and decryption.
2.2 PUBLIC-KEY CRYPTOGRAPH
It is a scheme that consists of two unidentical keys namely : Public and Private Key.Each of them performs a unique function.
Generally,Public key is used for encryption and private key is used for decryption.Public keys are shared,since they are too big to
managed, they are stored on Digital certiﬁcates for secure transport and sharing.
2.3 DIGITAL CERTIFICATE
A digital certiﬁcate is an electronic passport that allows a person, computer or organization to exchange information securely over
the Internet using the public key infrastructure (PKI). A digital certiﬁcate is sometimes also referred as public key certiﬁcate.
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2.4 KMIP
The Key Management Interoperability Protocol (KMIP) is an extensible communication protocol.It deﬁnes message formats for the
manipulation of cryptographic keys on a key management server. This facilitates data encryption by simplifying encryption key
management. Keys may be created on a server and then retrieved, possibly wrapped by other keys. Both symmetric and asymmetric
keys are supported, including the ability to sign certiﬁcates. KMIP also allows for clients to ask a server to encrypt or decrypt data,
without needing direct access to the key.

2.5 FOG COMPUTING
Fog computing, also known as fog networking or fogging, is a decentralized computing infrastructure in which data,
compute, storage and applications are distributed in the most logical, eﬃcient place between the data source and the
cloud.It extends the cloud services to the edge of network, and makes computation, communication and storage closer
to edge devices and end-users, which aims to enhance low-latency, mobility, network bandwidth, security and privacy.
II.

CHALLENGES IN FOG AND THEIR KMIP SOLUTIONS

The KMIP Server will be on cloud and each fog node belonging to that cloud will have its own Public and Private Keys. Using these
keys, KMIP Server will generate unique identiﬁer for each fog which will be stored on cloud. This identiﬁer will be used for
Fog-to-Cloud(F2C) as well as Fog-to-Fog(F2F) Communication. Following are some of the challenges that can be solved using
KMIP.
3.1 DEVICE AUTHENTICATION ON FOG LEVEL
Authentication of IOT device trying to connect a fog needs to be done at fog level[3]. In current senario any device can be added in
fog without any kind of authentication for that device. Key Management Interoperability Protocol(KMIP) will provide authorized
access for devices when they try to connect with fog. When new device tries to connect a fog, fog will check whether Signature key
from Digital certiﬁcate of that device, which is issued by a Certiﬁcation Authority (CA) is stored in the cloud or not , if it is already
present it means access through that particular device is authenticated i.e it has an authorized access . But if it is not there in cloud
then fog will ﬁrst authenticate the device by checking its digital certiﬁcate
3.2 IINTEROPERABILITY BETWEEN DIFFERENT FOG VENDORS
The devices used by diﬀerent IOT devices getting connected to the fog network will be diﬀerent having diﬀerent security protocols.
Diﬀerent device models from same vendor may also have diﬀerent security protocols. Interoperability protocol is needed for all the
devices to run on Fog. KMIP can manage diﬀerent Key Server of same or diﬀerent vendors from it. [5] shows KMIP Server Test
Results as of Jan 2017.
3.3 SCHEDULING TASKS
Scheduling tasks in fog computing is complex and diﬃcult [6]. This problem can also be solved using KMIP. The KMIP server will
be on cloud. And the fog node which needs dividing and scheduling tasks among diﬀerent fog nodes needs to send request to cloud.
Upon which the KMIP server will schedule the tasks for diﬀerent fog nodes.
3.4 TRUST MANAGEMENT
Whether an unknown fog is trying to access the cloud is a situation where Trust Management is required as described in [7]. This
can be detected using KMIP. KMIP server has a unique identiﬁer stored for each of its recognized fogs. When an unknown fog will
try to access the cloud, its identiﬁer can be obtained using its keys and can be determined that it is not authorized to access the cloud.
Necessary methods can be taken to stop that fog.
IV.

EXAMPLE SCENARIO

This section presents a scenario in Fog Computing on Local Bus Transport within a city. Under the proposed network shown in Fig.
1, we will investigate the model of task scheduling, device authentication and F2F Communication. In the scenario, a city is divided
into multiple fog network areas and the ﬁxed bus route and schedule of all the buses traveling in the city is already stored in the
cloud. And as soon as a bus starts from its ﬁrst station, the route of that bus is loaded in the corresponding fog network area. Its
location, speed, etc information is sent to that fog which veriﬁes whether the bus is on time or if it has stopped due to some failure.
As the bus moves, from one fog area to another, its information should also be sent to corresponding fog area which will check its
details and communicate it to the nest fog node as per route. If the bus reached successfully to its location i.e. last fog node on
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checking found journey successful, then only the required information to be sent to cloud for storage. In case of failures, the
passengers waiting in the next fog area for the bus, should get information about the bus status and also the information to be sent to
the Bus Transport Authority. And then the required information to be stored on cloud. Here, When the bus starts, its starting
information will be sent from the bus’ device to its fog node after shared key authentication of device at fog level itself. Then from
the fog the request data is encrypted after its public key cryptography and sent to cloud where it will be decrypted. The cloud will
then load the bus’ route, schedule and other information onto the fog node ,after its public key encryption, which requested for the
data. All this keying is managed by the KMIP Server. After this, the KMIP server, using this information, will schedule, the fog
nodes that will act in that journey. When bus during its journey travels through one fog node area and enters into next fog node(as
scheduled by the KIMP Server) area, the previous fog node returns its task status as completed. The previous node will send the bus
data to its next node to do the process and will delete the data from itself. If a bus does not reach required destination within time
due to some reason, the fog node will return failure and the situation can be analyzed. Depending upon the bus failure reason, the
required information can be sent to the users waiting on all the next bus stops, by sending the information to next scheduled fogs
after its public key encryption.

V.

CONCLUSION

This paper has focused on Security and interoperability challenges in fog computing like device authentication on Fog
Level, Interoperability between diﬀerent fog vendors , Scheduling tasks, Trust Management and how these challenges
can be solved by the use of Key management interoperability protocol (KMIP). In addition, we have given a case
scenario of Bus Transport system to depict the association of KMIP to solve fog computing challenges. This
framework can also be used in manufacturing industries, product-based industries and small organizations.
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